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On Vocals



VOX EX MACHINA

Attacking Speaker Verification……a work in progress



The Voder 

Voice Operating  

Demonstrator 







The Vocoder



Vox Ex Hominum



Enrollment 

Authentication 

Confidence Level

Speaker Verification / Identification



Mel-frequency Cepstrum 

 

Hidden Markov Models 

 

Vector Quantisation 

 

Gaussian Mixture Models 

  

Feature Extraction



When Audio  

Tools Attack



Toolkit

Supercollider 

Max / Pure Data 

Festvox 

Mage



Attacking  

Speaker  



 Cloud APIs

VoiceIT 

VoiceVault 

Nuance



Tool Demo

Replay Attacks



Coming Soon

Tool Release: 

Voice Changer 

Brute Force 

Fuzzing



Biometrics

ID or Auth? 

Change? 

Measurement  

No Secret 



Thank You


